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Setup-PTest

1. HTTP Strict Transport Security (HSTS) Policy Not Enabled

1.1. The header is added to the responses from the server.

response.AddHeader ("5trict-Transport-Security”, 'max-age:ElSlﬁEﬂE‘; includeSubDomains prelnad"};

And it can be evidenced in the site's response:
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2. Vulnerable JavaScript Libraries

2.1. Jquery library upgraded to the latest version
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and the references are updated in the code as evidenced by the page loading
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3. Cookies Not Marked as Secure

3.1. In the Forms tag, the attribute requireSSL=true is added and the httpCookies tag
is added.
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And on the site it can be seen that now all cookies are marked as secure.
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4. Content Security Policy (CSP) Not Implemented

4.1. The CSP is added through the code
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And it is evident in the site headers
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In addition, the Google CSP validator is installed, and a positive result is obtained on
the site.
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Contradeda

Information Disclosure

5.1. The following tags and tag attributes are added to hide the header with server
and code information

vk comig e ib R .'.-b\.-'-' L]
- itk Lo gt Lok - i mathemt Erat -

e L Lat Lows deteags "bres” bargetFrasemorks"h 5,17 F3 " trng =Ttrue” targeth ramris ™l 6,17 13
£ B P e L Tl T Lt SN TSI T T = L it G [ gt F e b ™k, e, 1™ s Eanipontrt 15 s o™ I P ™ :.
%1 PR sl Pr—

= PE— 52 FR—

a0 tadd mamsipares "bpsbes uek nelpara” J3 3l tadd mamenpacesSyn . ek e lpara [



ek carla e Ib Rl |

182 valldat Lon valldatsLetagratedmpdeload | gorit i oa="Talaa™ J3

1

T Ahuied Lisr 1

Wik dor g L0 10T
1L

L=
(hd
b

EitpFrotocall

Akt aderu s

Crwmrre s "N ol - B
e e T A Uy -Wera b
Grpmren mames"N-Asplrt -Werabee" {3

Al pantomeadery b

ifbtiprrtacals

Ceal Ldat L

Teererkty

valldatalstegsat sdmuiel ool | j

wial | o Talad™ T3

“repeevtl Liter log resrerierrersusder="trw"

)

thiied Lini i 1

And as can be seen in the response headers there are no longer headers with server

data and framework versions.
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To control access to the changelog, access is controlled by the following code

Confirmar A3B45687 = x
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1 using Systes)
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¥ uning Syetem,Ling;
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1% {
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13 public class ChangelogContraller ; Basetontreller

13 {

14 £ GIT; Changsiog

1% public Actionfeiult Index()
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And as you can see it is not possible to access without logging in.
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